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Internet Worm or Morris Worm
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Internet Worm or Morris Worm

CERT/CC

CERT/CC

CERT/CC Contact Information
> Email: cert@cert.org
> Phone: +1 412-268-7090 (24-hour hotline)
> Fax +1 412-268-6989
> Postal address:
CERT Coordination Center
Software Engineering Institute
Carnegie Mellon University
Pittsburgh PA 15213-3890 U.S.A.
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Social Engineering
The Knightmare & Kevin Mitnick

BS7799 Lead Auditor Course

“g/lgtft the Enemy ” by Ray Kaplan at CSI Conference
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True or Not True

http://www.govtech.net/magazine/sup_story.phtml 2id=18492

Security First
Howard Schmidt, the vice chairman of the president's Critical Infrastructure Protection Board,
speaks about the national plan and other cyber security issues. July 2002

Q: What kinds of technology will be needed to stave off electronic attacks?

Do we need bigger anti-virus programs?

A: The common misconception is this is a technology issue. But it's not a technology issue. For
example, the DOD did an analysis last year and it's somewhere in the high 90s, like 97 [percent]
to 98 percent of things that have hit the DOD systems have been the result not of some new
piece of technology but exploitation of people that have not had processes in place to install
patches or to configure their systems properly.

Government Technology

Unauthorized DoD Intrusions 492 Unauthorized DoD Root- Level
(314 Category 1 & 2 Intrusions as of 1 Jan 2003)  |ntrusions (as of 31 Dec 2001)
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CodeRed/Nimda September 11 Enron/WorldCom
The Past Year - Shaping InfoSec

SOX

Increased Oversight] Sarbanes-Oxley Act
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Code Red. Nimda Patch Management ]

p.//www.fsa.go.jp/news/newsj/17/singi/f-20050713-2.html
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AntiVirus IDS

(Intrusion Prevention System)
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The Day After ... in Cyberspace
The Day After Tomorrow
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Thank you !

Institute of Information Security
Katsuya Uchida (uchidadiisec.ac.jp)
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