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actual risk of
insider attack

technical
precursor

acquiring
unknown
paths

ability to
conceal
activity

behavioral
precursor unknown
access paths
discovery of
precursors
sanctions

disgruntlement

technical
monitoring

behavioral
monitoring

perceived risk
of insider attack

insider's unmet
expectation

insider's expectation
expectation fulfillment

precipitating
event

org's trust
of insider

personal
predisposition
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Techniques of Situational Prevention

e fue Increas the Risks | Reduce the Rewards Reduqe Remove Excuses
Effort Provocations
1. Target harden |6. Extend 11. Conceal targets [16. Reduce 21. Set rules
guardianship frustrations &

stress

2. Control access
to facilities

7. Assist natural
surveillance

12. Remove targets

17. Avoid disputes

22. Post instructions

8. Screen exits 8. Reduce anonymity |13. Identify property |18. Reduce 23. Alert conscience
emotional
arousal
4. Deflect 9. Utilize place 14. Disrupt markets (19. Neutralize 24. Assist compliance|
offenderes managers peer pressure
5. Control 10. Strengthen 15. Deny benefits 20. Digscourage |25. Control drugs &
tools/weapons formal imitation alcohol
surveillance
B. Cornish, and V.Clarke. Twenty-five Techniques of Situational Crime Prevention. 2003
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