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= Bark of America Alert: Your account has been hlocked

- onlinebarkine@barkofamericacom  2008/06/21 10:37

=
Bankof America // Higher Standards
Online Banking Alert
Ny

Deaar @bty wise,

W wousla e b2 Infor you Ml we Rarve 18183844 3 naw yarsion of sy Confremation Form. This forr

et i e | dadtilon] Your Online Banking is Blocked
zrgmwgun'nwms upio the minute Because of unusual number of invalid login attempts on you account, we had to believe
Thank you, account that, their might be some security problem on you account. So we have decided to put
oy information? an extra verification process to ensure your identity and your account security, Please
Sigalnn click o sign in to Online Banking to continue to the verification process and ensure your
account security. 1tis all about your security, Thank you, and visic the customer service
s section,

Bank of America, 1.4, Member FDIC. Equal Housing Lender €21
2007 Bank of Americs Corporation. Al rights reserved
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Home | Mews | Privacy | Alerts | Help | Cantact Us

From: ”AF Financial” <affinance@size.com>

To: <undisclosed-recipients>

Sent: Tuesday, May 13, 2008 9:12 PM

Subject: Telephone banking
We recently reviewed your account, and we suspect
an unauthorized ATM based transaction. Therefore
as a preventive measure we will temporary limit

your access to sensitive features. To ensure
that your account is not compromised
please call our security center toll free
at: +1-877 — 285 — 9764 and verify your
identity to prevent deactivation.

If this is not completed by May 15, 2008, we will be forced
to suspend your account indefinitely, as it may have been
used for fraudulent purposes.

We thank you for your cooperation in this manner.

AF Financial Group, Customer Service.

If you do not have an account with us, please ignore this
message as it has reached your email address by mistake.
We are sorry for any inconvenience this may caused.

Please do not reply to this e—mail as this is only a
notification. Mail sent to this address cannot be answered.

URGENT NOTICE: An email has been sent out saying it is from AF Financial Group
with "Unusual purchase pattern” in the subject line. This email suggests that you call a
toll free number to verify your debit card number, expiration date, and personal
identification number (PIN). THIS EMAIL IS A SCAM AND HAS NOT BEEN SENT BY
AF BANK. Please delete this email and do not call the phone number listed. If you
have given out your debit card information please contact AF Bank Customer Support
ASAP; 800-723-4718 or 336-246-4344.
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ERBRFIERZS Mot RO oo

QYT ROY—=2 1 THYFTFRIIDERE

Clear Clear Clear Clear Clear
Screen Desk Room Building Site °

TOUFRDY=2 1 TOVTFTRYIECDESIZEBZNIETTORRLNERTES?
EZFBRFEANREICEEFICEIMMTONIE, LREZR T HAREELNHS,

C PTE D or/and
Broken Windows Theory

IREHREHZXLBILE TR (CPTED: Crime Prevention Through Environmental Design)

o MEMtEX1TAEEZDIBEDFERELT. AVEZIVAAMEDRHIZFIASATIVS,

i, #WY ., T I— AT REREHIBFIASh TIVS,
Eh B R (Broken Windows Theory)

o ANIEAMNRIASAh TS BENGESATOSE N SI-REIZEMNSE, BECRHER
AHETL. NE@EHEIHNELSE, ZOFER. FHEN- BN - FEEBNTIN RO, X, BE
DADTENELELP TGS, (DEEEFETyT-P2/NLR: Zimbardo, Phillip. G. 1969)

o EVRRARIZBNTHINBEBZBERLTHINZROAHHEZTINS, BERDT—/8—H
DRETE., EHLEEEAEMNET . RUOFORYLGELEDBHEEE LAGTRRBICHEE
[CIT5CET. HERVPEREDNFT—OMEEZZTORIIDERELELTFICLTLNS

R=Y 22 Institute of Information Securi Katsuya Uchida_____uchidak@gol.com

DE-DEFHEERS 5= @B
~ S AARE D= ~ %8 - ERRA D BATE (L z01)
TE-HABTON/IVOFLHLEL
o BABBREOBEYENS. EOBR BAKTIE U ORHERIESHTTLEA,
ThCRBERGE KRBT BB 2

o 2TOREANEATHBLELOT, BRIENDDFE: -
o BEAILAVIVERNTUES AOREES R - EEAREER 5 LLBETIE?
o Ff-, BRICEVE/ VI bEESEAE ERLLIHIT BN L5 THAH, 201

DIIHTEE R SDENBHEB D2

> BEAIZ/NAYVIAVEENDIADELE, UTOLSGEHMAEY
@ TER., A =10
Q@ EEATHYZEMICLIT, BE-oTELEPER LICELI L
@ 1AV ER->TVRDIZ, BEERA TR
@ FPE2DIZH T TH-BITNIEGSEVIES
3554, TNTEENIANIRNEIDT, 77 LD ESILEFIIHETHAIN

> HEEFRSLIZHSBE - - -
N\YAY TRV Ar—R BEEZSLEEHEEIFER . RBMEFEIZERLTNS
@D FSUIRF YL aR—RIZLWNBIET, EERSLIZHS TEEMZ RSB
@ RELEHEIFGTE, BHEGMLERICLS

~— 23 Institute of Information Securil Katsuya Uchida uchidak@gol.com
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ERBRFIERZS Mot RO oo

DEPOHROFA: BHBEOIS—(RRIEICOLT)

> FEDBEICIE. iL#h (FSh) . &R (PR . B (RR) D=RENHD
> RCHAIT. EEIEDFE1RETHLIMEREZERASHLT.

o BEMICRELISIELTRASESL

o BRICRERIZRSSELNHS

COFEETH, MHDOHOERZERE BT AEREICEEES

EYEEIl<—5 XEES(BXR)
BERIET—1E, INoJEAA—SLTHR(?) ERENBILESER OTES

P REIZFESHEESh TS

> ED2BID &SIz, HRELTEY . ZOBRKREFISTIREZRITONATLVEL =, B#Sh TV
WoEnEZLNS,
> BUIMSIEZATOVENIISTDREIS—THHEERD

FEE E2—IVIS5—OAN=XLI(KIUIE - AR BE1—IT5—DRZ))

R= 24 Institute of Information Securi Katsuya Uchida_____uchidak@gol.com

LR-LEFHEEALD
~ LG BREPDIS ~

e hH—%7/\F)vy% (Donald L. Kirkpatrick) 0)455@&@
PHESEE - SR BIFECRIL . KEICIFEENGEEZANRD D H—7 - \MN) I DO ABRBEFEEFEEN LD T,
KRETEHPTEEKDEENFEAL, BATENRYERLTWSIETILTH D COABRPETEL, FHESTEM-
HERAAEELDHIDLARNIZH T TEZTND
LRIV i M
1. FHERRE | ZEERD7 77— TS LD ZEEDOTHEICH TR T EDEM
2. FEEEE | SRHBROLA—MEICLZZHEOFLBIEEOFE
3. THERE | SHEBE~DIUFE1— OB I LD TRER DM
4. RERE | HESHICLISTHEEORBOEER LESV O
5. LN DRBE L, HRENBCRWL | B EHEWE~DBREELOLET
) FLHTHER®ICED (SHw%-T41)wF R (Jack J. Phillips) DIZE)
o IAT (Implicit Association Test) [ZDUNT c,oo
* ANE. MO HR(ZHZED1ZFLNDHEBHOTIXLVEL, F=. TDDORIZHILD IZEREICH->TLSME8ED
Liy, ‘_OL\OT—TH’E’&E@T{SH&@ FEUDERICE->TEETY
® A& ELV=CGLER-TULEY, RIE, EAGWNEE. DOPTES>TWTEOICHILWGENHD, H
ZIE 1BICAED/R2FRS D, TEERK 1 FFHINIBE. b EMAIC2FE1LRET L0 H 5,
ERLGHEEZDE NYDBRBNERSRY, BRRTSAR—MIHBRELELTEELLELNIELHS (Hhhvo
TWASIEFRELKSEFLELEEDHTT), LHL. 1RICAEDLIEZERIATE. AAM1HIZ2
ERERELMEO>TOWVENEEARRTELTWA=HICT1BIZ2BLAMAMRWERAIEEZ S EnHAIMELNE
VA, (HSTHNSTOSEICHEH-AIEET I LE., FICHDCEHREREhFT, hid, ERSh T
BEEETHENTELGIVREFERLET)
¢ TLESELBENCLIEFNMITELGNIEIEDOR ST, MEBRICHhENASAIEBLTNSLE., BiEET
IZHEE=EEMAIMRIEIA TSI EDBNELTWET, BEMESTANMADIL., COTm2ATDME
WERWHLETREICLET L IATTIE, AGDBREL LS EIELELD, HDUNE, HETHEMNTERLY
%EE‘JU %ﬁ%ﬁﬁ%iﬂ“%b*? https://implicit.harvard.edu/implicit/japan/

~— 25 Institute of Information Securil Katsuya Uchida uchidak@gol.com
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ERBRFIERZS [Mroe RO oo

AZEEIRZET S5O (BREROFRE) 2

o EHTIL, HIcHiBEZIC
HZBHH, ERIZITEDA
(:to_cla\éo

o ANREIDAEREIFERESHOT LY
M. ZORSLEREHEED
AREME A H B EFMHT
W, B&ECHZEE
DEERBEIZHRFSHLET, 8
B{HESIHIDHIRET B
ENTHETH A,

=y 26 Institute of Information Securi Katsuya Uchida_____uchidak@gol.com

!!. '!1 ?M#ié =] =[H B
~ ;ﬁ.ffﬂliq;,m; ~ I %8 - BRRAE D BARE (L z00)

e INot Me Syndrome]: BHTFEIFIXERENLGNERNCATINSZE

o FIFIRER(Asch,1951): QADHFIZ, 1EDRHDETRL. Thbhd
REDERLBIIEXDBHERES(ER), ZL T, EDHIT. SAIZRAIC
RE-10LRCERSOB L ZRINSE D, ERSMEILZRDOA. EEDE
M. 181HT. OBEIE. BRIGHET. 88 IIA EEEET BESIS |
EHIAh TS, REICRBRSMENEETSH, 25%D AL, thdBNE
LRLEEET S, M A B C
BH.ERIFHEE. SBATEH. BLDOARFRATEILEEHNTIVS,
RHNOEEBEZ, ORY T XT) TO-THRLEED, (BREFHM (20074511 H288) §71 WHRE ha #2)

SAFNIEESNEE— (BFmEHEM0074E11A280) 5T KHARE 1A #H)

BRFDS—AVRBIC T oIz 5 — AU DB f=h otz EEREFERKIC— AV EYIBEITEXLTHL FADRIIZ T AIZE LA TL

=255, BEME . BHLLSP)S—AEBATIND, ZOIRR:--- BEbIFHIEBRS—AVITEXEEZATLES,

?}Eﬁ%ﬁfﬁ%?éb BULIRAIBVEEESEBLHVEHERICHS, COLSICERAEAICELTERCITEEEZ ST
FEER1ELD,

BT DD FABETTIREL FEDHRISENIE, TR ITVBUATBZELDENS, NLF—DNOSELDERS,

TXTVIZERGHSTBHETT MHNENTHD, KEFVBEFRICHENSBEMICEEM B, DRy EE-TRRE

T2t 16EDITXTVERETZ0H, TOHDALEORYFTHS, ARYMITF IV =b LA SBRET D LS 2RI

TRTSLEINTEY, BOLETRILTWNS,

ZIT.ZDABDARYND TR S5 L%E AEWVEFFO KSICEZHZ S, THERABENDTXTUI-bHBREL T, BSLVEA

LUz, RFTHS.

AREVSEFAEBW, FATzE ABDIBE. TENZTS5T M5 1EVNSEEDME ILIFERMICAAZIET DA, HLTH

NIETCITh N D, BZIEBAULRE 2ANERS—AUELIEFMIFLIES — AL E T X TESM, SAFHER TN —ZL.

EREINEFENS,

2AEBN D LETIERELGCRZZEDD ., DEMICIERELRIUNSH D, CNIEEFRE (L, HAANAHEREASE ST

HIZIFDIADERZEFIRI(ZAZATHEITIEENELEZDDITT,

Ry 27 Institute of Information Securil Katsuya Uchida uchidak@gol.com
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BE-EEFHENALD S
~ FSADREPDIE ~ :*ﬁ 5 - alll#

BHILDHE - HIE

ANIZELEN, T5—FRILIVMEXRERITEIZT S

1 2l[a3l[a]ls][e6e]|]7]]s 9 ||l 10 ||| 12
LTl ||| B R|| T B
olzllnlvllx %222 | 5I%F
% A D] ||| B % * 3 T ||+ Z
2T A g B EsLE| 3
BUNESTSNZE]E] % riymge]
d VM E E1Eal
31 3 £l s IR 3
% 3 £
%
;;;ii LR TOTS—HEEER ;ﬁgﬁ_ i?;ﬁﬁ;;ti

ZEW

| [~ z5—oxmL —|

SABREAR [ERICH T E1—ToT5—) EFER &Y

|———— 15-oszmL

R— 28 Institute of Information Securi Katsuya Uchida_____uchidak@gol.com

BR-RRINEARS [ TRl BB

R—JL = RATJ 1Y% (Paul Slovic) DIFZE FAMNYRIEBAFTET ZEH

KBEOWREN: 1EOFEHTEHROEENTHEE. VAVORENEES

Bl KKHBEL, HAWVEEN=CELNBNIRIE, REHZDET S

Big: BBHIE, BT OBMAAANKCERTELE, BIREELSTFD
BAIZE5H1H: HEDOAEEMENB S THETEDLRILEZEATIVDERLDE, LYDLET S
BRE: YURIICEDOLENCEET HERFITBALIELLNS

FELDBS: FELMNEET DL, JYRAITED

FEDHE: VAIDNKRKROEKICERZESAHHE . REHILETS

BHBEBOET: BRDSM>TLIEHELL, BREENEESD

WBEOZDM: £LARBELNBHDLESIESECTES., BREEBNEED

EA: BRLTLSHENERTERLE VRIEEES

L ATATOEEE: ATA7THRONDEN S TRIETZNFE | REHIDEICED
EHOERL: BEICRGVHEENHILBREESETES

BES: —HISFESEIoEh., ARSI EEE . YUAIDIRE,N ENS

FliE: FBHAIE, EMOL5F FENHETELE, BREDIBEEEYIRINRENEHI
Ett: AhBSEITIED =K, TEDRRETICRELLE YRIFEES
BARMLGIRY: BAZREKTHLDOTHSE VRIITEES

ATHGRE: ALDYRIIZEBRERDYRIFIYIRIHKEN

BASVYT ELEBBBIFERERLON, REDBEHFIEYSIHNBERANHSD

$% . http://eco.nikkei.co.jp/column/ecowatching/article.aspx?id=MMECcd000014072009&page=1

® N oo s wdh =

T =)
® NSO a2 O

~— 29 Institute of Information Securil Katsuya Uchida uchidak@gol.com

15



ﬂi'ﬂi’!‘m#ﬁ.é I A d:I i
~ F G LREP RIS ~ g SYETES

Y—2% LT P =TV % (Social Engineering)
o BATBHUARTLIC7VRATEHELTEREZF >TOAARDLENLZRSEFALT, BATHHIC
BEGREBEIMETHFE. WHR 5, FHTHWFEETEEND
o BAFICL-T, RELHAINISRAZRDI LY., FYRGHETEANRTESZFENRSHO>TLRIE, Z3HS
DEAZHZOIE. BROHMRTEH, Y1/ \—OHFATERAL
o FERIRATLIZENT, REBLES (HBHEMHE) (E. ATHZ. BAZBHERERSANSK-ERIE. &
AVRATLAADERDERTHY . BABITEENSVRTLAMRATED
o BRIGFENHY. ThoZEM, HE\(I, EHTFEZFHAESHETITSIELHD
o Ffz, — AT TEL MBAISITL, BMEREFLOHTEHNEREMBT I LE2HD
o FHFELLTIE. UTOLILEEDNHD,
(MBEYFTEL: AICBYTELT, RELGIERERET S, BEEFATIENZ VN, EF AL
FHREM-T-Y ., FAXEFIRTHE0HD
(2)T256Y : F5vS 2% (Trashing) &Y. Dumper DivingERE[EN TULVD A, TSELTEESA YOG

Mo, BHODIEBREMBET 5. T 74 ANSTIELTHEN=N—FT 4R, IOVE—T ARV F D
KEAHASCD, DVD, ¥ =27 )L BEESE, EEEHEOMAYZRERL T, AMLZIEHERETS

(BHAFEBA: FERE. ER-ERIEAN. EREBEITHYTELT. A7 ROIIHBEDHAMNBATS

(BDFER: BADEDZEZSFYDEFERTEHLD, EHAHEDOIE1—2LICBHELTISH0%
EEMCOFERLEULT, [FRREEXTTS

(BYA—=UVH RN, TOTE: A=) FURMEDEMAvE—UZFIALT, HRBEOBERL AL, FIA
SRTLYINITT  EX )T+ EDIEREINES S

Rty 30 Institute of Information Securi Katsuya Uchida____uchidak@gol.com

LR ERFHERZE ETTRET
~ AL FLAMRERDIS ~ = Atvieg =
BRATIEY— v LT S=F Y TR E L ! ?

o FAFN564E (19814E)108 HHEEHBITEM
LPAZ, HEESBTOEXEICTKOELABEOT AN ET 250 5SKIEDOEA35005HDALEEZLT
HMLLVIEHETRL, ASRITELNKRENISDEREELTEAEZ T . XL OT A EMICHRLTH--O
BICAENSh-BREEICADST ET30005M%E5IEHL, BRLI-1=
PAFEFTITHRAE (Cr—IVJargon] : # T) THARZELEED . TEOHAEE T HIITLICERShT

o IBFI604E (19854F) REEES
BEROBEODRABICITCIZEEFE-T(ADT. COERODOFEIZAZLTELNTRLW I EEH. FhE
ELTARFEREFIHRKRBTITHE . hOBERDOATMIERNSFHE11005MAKRYZESIZHL -, LT
Y, BEEMELESICLTVSE, DNREIICHETECENBOEHEELTLES, EARICHALTLSRED
BETH, ECETERBLTHEL D EHIN TELRHE - AR EIZS,

-

RIZBIFEZBRRDY—vIILIVO=FYLT 2

THE ART OF

= NDECEPTION
FEL SR ZyIDY— S LI DT Y T
TR EICTRLOMNVENEEDN, $ sy
Y—HLyb AT R—r8—nyh— ORI T—=IIZBA
M (Secret of a Super Hacker) 2002410 A T'The Art of Deception] (¥kffT)
MRRIZ19944F (BIARIZ19955F) 21T ZHIAR

Institute of Information Securil Katsuya Uchida uchidak@gol.com
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LE-BEFPHEHAD m—v TO9= T~
~ S DREDDIS ~ ~ BN DHR & ~

6 DD ABIDIEIZME (Six “weapons of influence”)
1. R#R{E [Reciprocation] : BEI PRV, BHEEERTHE. ThEEZ TNEAICERLEZET
(el AYZY A RS- 12 bt A Yl
2. aA3ybAVE—EE[Commitment and Consistency] : B D EE TEST=ITEINZ DR DITEIZ
HIHEEL-5TED UTDESEFENHD
A) O—R—ILTI=v7 . BAIZHBIREIZSEEIN,. RELE-EALRBAARETHIHESE
KL, RUDREIYEELERZZEDSEDIHE FIALE, BEOBEREBALIZE-FIC,
BAOFHEZORDPICEENLGEZOBERITBATELGLR, BELVODPLENVLDEDS
HEEE>TEVEREBASETLEIEWNSI &S5
B) F7 A2 D4R TU=v9 : BRAIKRBAFTRELRERZ(TL MG TERLRROP T,
FhITHRTAEOBWNERELTENERESEDIHik, HIZIE. ZNEESOKEEZR
ATV, BIoh=-5DFOEESFHLHTENEZRESELHE5H
C) ZYb AL H-F7 THO=vy: RUIHLHFESHEVEILICBROERET>TELL, R
DEYVEVNERDEREER/DIH L PIZE. R ELEREKEL. TOEEBEMAHH,
SREICH AL TELS &2
3. tt&BIREEA[Social Proof ]1: B ADEZIZKY . BAMNELLVNES A EFHIBT 25
4. 1FE[Liking]: FEEF>TLWAAISEENDE, RELTLESENSLD, NA—T4ZHANT. &
MEEASESZBS. FEEZRHO>TOWSIBARKRAMRELTHRSEZITIE. T3 THWNMESICHAR
THBEICBALTLESELVI=CE
. ¥ERi[Authority]: ¥ -#8D LR FIERZF OBFOGFICR->TLES L
. O [Scarcity]: AFLHLVITHSIFE . BELGLDICERZ, FICARTKGE->TLEIHM

o ol

ON—kB-FrIT4—= EHZENDOKHR
(Robert B. Gialdini “INFLUENCE - Science and Practice”) #iiS E&E &Y

Institute of Information Securi Katsuya Uchida, uchidak@gol.com

PE-BEFHEEAD S
~ ALV BRERDIS ~ 2 - J& Al

HIE &gk

o ILA@AER ft “2—FADFRHEREVNS T IO—FICLIENB R BN RESHE 05—
VT ETORG” HRNEEZE 73E£EKRE 2009%£3A

BB A— )L IEBICH T 2R B X1 T E BT EDOUVEDTFI51EFE (Inoculation) 1 ITER . TDOEIME
FERICKYRIITIEELIC. FORENOBEVLEERFEZICOVTER., IRE

o KYT(fEREF AN Kiken Yochi Training) Di§HRE¥X1)Ts~DIEHA
THEOIERBRLGEDEEORBEIC, FH-RBLERAICHCIEZBRNIC FRISEUEIRZSE/MICT
AL, BRELHSIIE. HREXF 1T 2B TEHRREAEBTELOTINS
EfE %(NEC) “IFHtF 1T RHER LS EA-OICRKYTFEEEALESNIBEH - L3 ME L) TRH
oL (BHFEREERERBES B E T ntin://wwwbsk-z.or jp/kenkyu_center/kyoukaisho/090101kensho_ronbun1.pdf

KMBER (FHEF21UT A KERKE) “REKDIRITHICHTLEEOMYVBAH BT HEE"

RS, 553 Institute of Information Securil Katsuya Uchida uchidak@gol.com
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ER-BEFHEFD
~ AL BRET DI ~

IR 5 A IR SR Bh Ak AR

(Techniques of Situational Prevention)

ft 53 27 D A1 B2 0D F FH 2 !

e Immobilizers in cars
e anti-robbery screens

e cocooning
e neighborhood watch

e gender-neutral
phone directories
e off-street parking

16. 75AL—2ay /R
FLZRDHEIE,
e efficient queuing
e soothing lighting

Increase the Effort Increase the Risks Reduce the Rewards| Reduce Provocations Remove Excuses
LEFREDEM LPEADIVRIEEDHD LFHEM DB LEFADED LERFADBER
1L LENRMDEIE |6 HILEHROFA LK |11 LREARDOBER 21 L—ILERRE

o rental agreements
e hotel registration

2 NBETIERAEE
e alley-gating
e entry phones

1. AAEEEDOXE
e improved street lighting
e neighborhood watch

12 LR RDOBEER
e removable car
radios

17. #9450 E#
o fixed cab fares
e reduce crowding in

22 {EREERORT
e 'No parking'
e 'Private property’

e street closuresin
red light district

e separate toilets for
women

e train employees to
prevent crime
e support whistle blowers

e checks on pawn
brokers

e licensed street
vendors

19. FEMSOEH O
2kl

e 'idiots drink and drive'
e 'it's ok to say no'

hotlines e pre-paid public pubs
phone cards
3. HOTOEE 8. EAEDOHR 13. FiEEDBAELE |18 BIFOEEYDHIE (23 RUADEE
e electronic tags for e taxidriver ID's e property marking e controls on violent e roadside speed
libraries e '‘how's my driving?" e vehicle licensing porn display signs
signs e prohibit pedophiles e 'shoplifting is
working with children stealing'
4 LEEZLT 9. REBEDHA 14. iR ZEL<T 24. FHBFDXIE

e litter bins
e public lavatories

5. R R&DEHE

e toughened beer

10. AHERDAIE

e speed cameras

15, LR EZELLT

e ink merchandise

20. {240 SE DML

e rapid vandalism repair

25. 4/ HEDOHEH

e breathalyzers in

glasses e CCTVin town centers tags e V-chipsin TV's pubs
e photos on credit o graffiti cleaning e alcohol-free events
cards
_ B. Cornish, and V.Clarke. Twenty-five Techniques of Situational Crime Prevention. 2003
R~32384 Institute of Information Securi Katsuya Uchida ___uchidak@gol.com

LR-LEFHEEALD
~ AL BRERDIS ~

TEHAREE WREF1 YT EE KR

REMISEN & AREEAEI=17IL $o3—IXE
EHAREEMRRE hERBBAONBEES SBUBRERARS
Yordo—T RAVFE )2 —2 T+ EAFEYE
MBERECRIABHEF OFERVEEOELELUICHMBEREICRINBRFORERUVEEICHTIRMREDRE

220V T (Eﬁ.i) http://www.fsa.go.jp/singi/singi_kigyou/tosin/20070215.pdf

net/library/newmedia2/index.html

T—R2aF47—F FX1UT/IBEOSRNA-0N BEBPH
(B) BERZ2—AFA(T7HE ISMSO#FERICH T EREAETREFE ntto//wwwnmda.orjp/rio-

http://www.nikkeidigitalcore.jp/archives/2007/06/post_109.html

ON—k-FrlT—=F LRIORE RERE

KWE, ALLEAHR E1—< 0 I5—0ORF BEEXFHIRS 20044648
KW, ALUFEAR E2—<> T5—DOIDLEF BRKFEHERS 2001448
CERT/GG Insider Threat Research
FER RBOAN=ZX L —EhPhoEXBEHET HEAHERY—ER 2000618
J.S. OIJ/UF LEERIFEERAESELD YARYTEIOLES gt 2007528
EZE— VRODESZ AT R4t 19924F1 8
hBaR—th YRIOE/FL ARBEHRES 2006578
TTEEAR ERICBITIEL—ToTS5— ESER 20065E7H
FEEHBE SERREMEHIEAEICETIRHSHES 1999458 http://wwwi.mhiw.gojp/houdou/1105/h0512-2 10.html

http://www.cert.org/insider_threat/

SEEH

M BB FE 5 TR E, RERETRATERE BEFE4R VMR

~—y 35
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LE-DEFHEHRD ‘ AT :
~ FSADREDDIS ~ HYESSSLVELT-

CEBE-aOAVIRTENELED e
EFA—LTOEM-IAMELDTHESE

RBREF1L)TIRERKE
(http://www.iisec.ac.jp/)

iz WA Bth

uchidak@gol.com
http://www2.gol.com/users/uchidak/

PHE#AZEE: http://lab.iisec.acjp/ uchida_lab/
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