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‘Phishingd)ﬁa\ﬁ Taxonomy of Phishing in Japan |

o Y—Ix)LIUP T2’ : Social Engineering i Social engineering is to get '
o [EENT(v 4 : Comprehensive Phishing i 'Mmportant WUSTREE 95 DEIiE
i : people's psychological weakness.
o YT —2#EH: via Network .

m BEFA—ILFA: Mail
O Dx7HYAFFIH: Web site
> BEBED T 2% : Narrow Phishing
> 291)w%: Click fraud
EBBEEFIA: via Celler Phone
xR via Web site
> 2)—=FALXIL~DFEE: To Toll free dial
O FAALADAKRE: Trojan Horse (Malicious Software)

> Trageted Trojan (Spear Trojan)
> Random Trojan (Non Targeted)

Key Logger/Spyware — ID Theft
¢ 'MEM AL via Physical
m EBEEFIA: Voice Phishing (Vishing)
O RYIADHFER: Furikome—Sagi (Money Transfer Fraud)
O IDiZEE: ID Theft
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ESBETODI9Y)y8E® About Click fraud via Cellphone
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EYADHEERY Furikome—Sagi (Money Transfer Fraud)
o V=X )IIVDOZTYL T D—FEEEZDHILENTED

A kind of s=cl>cial engineering _
o RIED—B (K, FH#t. BF)ICHEYITHLT, BETEEEHELVD
Criminal masquerades as family’'s member, and tells a victim to transfer money by
telephone. _ )
o BXRIZHITAHEH%Phishing THAEEZDENTES
One of the special case of phishing in Japan
o COHOEFFELT,. BXETIE
Financial system in Japan; .
o TEEEOOEMFKIX. 1ANSARETOAE#BERIITE
The savings account can open from one yen and the account maintenance fee
is free.

* ATMIE, BEDTAA /ILHETTE E€HTED
Money transfer is available by ATM as well as deposit and withdrawal.

& PEEIE.ATMZFE>THREDIRALHBICTELFREZE. BE10HAHLLE
[FATMTIETE0Y)
Money transfer of cash was freely available by ATM. (Currently, money transfer
of 100000 yen or more cash cannot be done by ATM.)

IRYADHEERZFEH (FFE): Casel: Furikome-Sagi (Voice in Japanese)
http://www.keishicho.metro.tokyo jp/seian/koreisagi/hurikome_onsei/hurikomesagi.htm
Y—x )LD ZF1)2 5Pl Case2: Social Engineering
Nov. 1995, “Meet the Enemy” by Ray Caplan at Computer Security Institute(CSI) Annual Conference
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Phishing$B £ {3 (No. of Phishing reported) APWG vs Japan
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Computer Crime & Security Survey

Dollar Amount Losses by Type USA vs Japan

CSI : Computer Security Institute (http://www.gocsi.com/)

Japan : Uchida (http://www.uchidak.com/Eng/)

Respondents: CSI: 2006=313, 2005=639 CSlI Japan
Japan: 2007=246, 2006=216 2006 2005 2007 2006

AL ARG Virus 15,691,460 1 42,787,767 | 2,916,042 1 5,029,847
/—rPCEH Laptop Theft 6,642,660 | 3 4,107,300 636,707 2 3,769,338
BIEFER Telecom Fraud 1,262,410 | 8 242,000 509,960 | 3 20,000
BREEDEEH Theft of proprietary Info 6,034,000 | 4 | 30,933,000 229,260 4 230,382
REBEDT7 VL AERA Insider Net Abuse 1,849,810 | 7 6,856,450 224,178 5 579,987
FTET7I7ER Unauthorized Access 10,617,000 | 2 | 31,233,100 222,637 6 213,200
DoSH % Denial of Service 2,922,000 | 5 7,310,725 140,202 7 258,132
RybRyrZERASNT- Bots within the organ. 923,700 9 - 108,860 8 -
SRFERR Financial Fraud 2,556,900 | 6 2,565,000 100,160 9 50,000
DRATLEA System Penetration 758,000 | 10 841,400 35,260 | 10 64,310
D7 DHEA Web site defacement 162,500 | 16 115,000 27,552 | 11 38,585
T7AIVEHIR HEA Sabotage 260,000 | 15 340,600 20,160 | 12 12,200
INRT)—FEEE Password sniffing 161,210 | 17 - 17,460 | 13 -
Phishing|lSERASh 1= Phishing, as a sender 647,510 | 11 - 5,010 | 14 -
MIRLAND eI FI A Abuse of wireless net 469,010 | 12 544,700 1,160 | 15 11,300
DNSH—/I\HNERASh= Exploit of DNS Server 90,100 | 18 = 360 | 16 -
IMDERAER Instant Msg misuse 291,510 | 13 - 160 | 17 =
BRI 7I)ERER Misuse of public Web App 269,500 | 14 2,227,500 - 12,100
Z Db Other 885,000 113,800 1,231,160
Y] Total Losses 52,494,290 130,104,542 | 5,308,928 11,520,541

167,713 203,606 21,581 53,335

™ = . ~
ETH 1015, BFEATYTHSE

Total Losses: 10 times, Average Losses: 8 times ||
VEP PP L E=




BADIAVE 2—42IL 58 0) %54 Computer crime in Japan

o AVEA—ZLEBENDIEL

Computer crime is fewer than USA

® ﬁggwphlshmgll[d:g(d)kbig,b;&ﬁ;é@b\ ( ? )
Many people are not interested in English Phishing
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‘ EP: BFS—)L=FEEE Case3: Email = Toll Free (English) |

From: “AF Financial” <affinance@size.com>
To: <undisclosed-recipients>

Sent: Tuesday, May 13, 2008 9:12 PM
Subject: Telephone banking

We recently reviewed your account, and we suspect an unauthorized ATM based
transaction. Therefore as a preventive measure we will temporary limit your access
to sensitive features. To ensure that your account is not compromised please call
our security center toll free at: +1 — 877 — 285 — 9764 and verify your identity to
prevent deactivation.

If this is not completed by May 15, 2008, we will be forced to suspend your account
indefinitely, as it may have been used for fraudulent purposes.

We thank you for your cooperation in this manner.

AF Financial Group, Customer Service.

If you do not have an account with us, please ignore this message as it has reached
your email address by mistake. We are sorry for any inconvenience this may caused.

Please do not reply to this e—mail as this is only a notification. Mail sent to this
address cannot be answered.

Copyright (c) 2008 AF Financial Group. All Rights Reserved.
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EPl: BF/—)L=>FE5 Case3: Email = Toll Free

BANKING
A-F INSURANCE

INVESTMENTS

Horme | Mews | Privacy | Alerts | Help | Contact Us

Online Banking:
Login | Register | Help

PERSOMAL SERWICES
BUSINESS SERYICES
OMLIME BANKING
FINANCIAL TOOLS
ABOUT AF FINAMCIAL

COMTACT US
Quick Links:

IPerSDnaI Services

Lol L«

IElusiness Services

F VeriSign
Secured

VERIFY ¥

‘A111N23S UOoITeWI0}U| JO 3ININSU]

'a’'yd "joid ‘epiyon eAnsiey

URGENT NOTICE: An email has been sent out saying it is from AF Financial Group
with "Unusual purchase pattern” in the subject line. This email suggests that you call a
toll free number to verify your debit card number, expiration date, and personal
identification number (PIN). THIS EMAIL IS A SCAM AND HAS NOT BEEN SENT BY
AF BANK. Please delete this email and do not call the phone number listed. If you
have given out your debit card information please contact AF Bank Customer Support
ASAP; 800-723-4718 or 336-246-4344.

.PEIE__SI!HMS_EI!J%FS - """ ' '

- r.‘

Free Credit Report

AF Financial Group. All Righ

AF Financial Group and its affiliated banks are each a member FDIC and an Equal Housing Lender.@
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EY. BF/—IIL=ExT Cased: Pure Phishing in English

| > PFH: Bank of America Blert Your account has been blocked. ZEH A cnlinebankine@barkofamericacom  2008/065/21 1037

e
Bankof America / Higher Standards

Online Banking Alert

s Your Online Banking is Blocked
up io the minute Because of unusual number of invalid login atternpts on you account, we had to believe
acconnt that, their might be some security problem on you account, So we have decided to put
information? an extra verification process to ensure your identity and your account security, Please
Sigaln » click on sign in to Online Banking to continue to the verification process and ensure your
account security, It is all about your security, Thank you, and visit the customer service
section.
H)
Bank of Armerica, N.A._Meml:uer FDIC. Euua_l Housing Lender f=1 e S AN D&O
2007 Bank of America Corporation. &ll rights reserved e
—

ZLDBEEANK. COFRGA—ILHETH., dhiLiEL

Recently, [ received this mail, however, I did nothing.
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BADIAVE 2—42IL 58 0) %54 Computer crime in Japan

o AVEA—ZLEBENDIEL

Computer crime is fewer than USA

® ﬁggwphlshmgl:(i%(d)*;ﬁﬁ%;b:&ﬁ;é;‘;b\ ( ? )
Many people are not interested in English Phishing

o JLIEEIZEDT, Phishing KUY, TERAXMIRI(?)DHLHILELNHS

There are crimes with “Cost—Effectiveness” from Phishing for criminals

e 1=12., Phishing (& ID Theft) (I, §EBREBICHEMLTIKERHNS
Phishing (inc. ID Theft) will increase gradually in the future in Japan
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#xYIADEEHR Furikome—sagi (Money Transfer Fraud)
Year(Jan.-Dec.) 2004 2005 2006 2007
No. of Items 25,667 21,612 19,020 17,930
Amount 10K¥ | 2,837,866 | 2,515,187 | 2,549,330 | 2,514,242

(Avr. 10K¥) (111) (117) (134) (140)
(Amount K$) | (283,787) | (251,519) | (254,933) | (251,424)

Upper: No. of Items
Middle: Amount 10K¥

Crimes related Japanes Banks Lower: Avr.Amount 10K¥
Fiscal year (Apr. — Mar.) 2003 2004 2005 2006 2007
s e 106 468 913 633 550
ﬁjf:‘;)gajsﬁégd k 33,072 | 106,236 97,691 57,603 31,900
= (312)| (227)| (107) (91) (58)

: e 459| 6,114| 6,863 3812
ﬁﬁ::gajsh/(:)—ajzd X 50,031 | 427,980 308,835| 144,856
(109) (70) (45) (38)

5 . 670 305 280 253 170
ﬁf&%l’gﬁéssbook 194,300 40870 | 103,880 26,818 29.070
(290) (134) (371) (106) 171

2N —_— B 2N N 1 49 100 191
I’rf t: f’netfaﬁ L‘I; \oFT 0| 10486| 10,900| 16,426
5 ©| (214 (109) (86)

E)TEEEREE: 200558 A BIL. 200642 A HE1T
Note) The Depositor Protection Act : Enact Aug. 2005, Enforcement Feb. 2006

http://www.npa.go.jp/safetylife/seianki31/1_hurikome.htm http://www.fsa.go.jp/news/19/ginkou/20080416—1.html
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‘ &EEEZD  About the Future |

e JLSEMROI (Return On Investment) Z& X AL ELH S, JLEFIZEHT,
MBEHLGLENZLLGLIDIEHATHAS, D=8, Phishing DIEMEE
RIIZEDHLSEZLD, REUIEMLIENTHAS

o Fi-. EEFE . HERFELUI D Phishing BN ESNSATEEMEIX DL,

e Phishing Xt (&, FilTFZIT T LRE. BEFEEFOLE@MISDOHR
MEE(ZHEHTHAD,
o]
Robert B. Cialdini, “INFLUENCE — Science and Practice”
6 DD AEIDMETITE : Six weapons of influence
> IRETE: Reciprocation
> ASYRAVRE—E T : Commitment and Consistency
> ¥t =RIEERA: Social Proof
> BFE.: Liking
> FEREL: Authority
> &M Scarcity
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Katsuya Uchida ( uchida@jjsec.ac.jp)

“CeCOS I ¥ e

TAY JJﬁﬁﬁtﬁﬁ“




